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Guarding Against Improvised Explosive Devices

This test was done at the Energetic
Materials Research and Testing
Center, an independent testing facility
located in Socorro, N.M.

By Grant Haber

O lice conlined to troll hied
and distant lamb, pipe OOItlbs
and other improvised ex­

plosive devices (IEDs) now pose a se­
riolls threat to federal, Slale, and
local government facilities here in
rhe United Slates. These devices can
be ea il)' and inexpensively assem­
bled and placed in husy population
cenlers. Schools, shopping malls, sta­
diums. alld other public places where
people walk freely all arc potential
targets for terrorist allacks.

Guarding against terroriST attacks
involving IEDs stans with a basic un­
derstanding of a typical bomb. Peo­
ple.: HlllSl recognize that a homh usu­
ally is made to look like all everyday
widget and that the stereotypical
hombs with burnin~ fuses are virtu­
ally 1I0llexistent. The only conunOIl
clenOluinator rhat cxislS with all ex­
plosive devices i· that they are in­
tellded to explode. For this reaSOIl,
it is important to suspect anything
that looks uulISual, and to leta trained
bomb technician derermine Wltetllcr

it is an explos1n~ device.
"Harel" targets like airports, go\'­

ernment offices, and military bases
have long imple­
mented technolo­
gies such as X-ray
screening systems,
explosive trace de­
tectors, and Jnetal
detectors to increase
security. Addition­
ally, pet;tTlete,., aud
secmity checkpoil1ls
usually are estab­
lished to reduce
vulnerability to at­
tacks using explo­
sives. Unfommatdy,
"soft" targets like
hospitals, schools,
hopping malls, and

orher public places

oflen do not have the same resources
to set "l' sllch physical obstacles, and
arc therefore more \'lllnerable to this
lype of terrorist attack. However, one
measure both hard and soft targ-ets
can rake is to illlplement both phys­
ical security and bomh incident plans.

DRAWING THE LINE
Physical security plans generall)' arc
designed to prevenr or con trol acCCSS
inro a facilit)' for the purpose of pro­
recting personnel and property Ii'om
ullauthorized enu)', sabotage, theft.,
or other illegal act,. A facilit), with no
established perimeters or security
checkpoints must implement a hroader
eClirity plan ro minimiL.e its vulner­

ahility aud mitigate the potential ef~

fects ofa terrorist attack. <:ontact YOUt'
local police, tire, and goverulIlent of·
f-lcials to rleterrniuc who best can as­
sist you ill developing your 0"0' phys­
ical security plan.

Specifically, bomb iucident plans
arc de\'cloped to provide detailed pro­
cedures to follow after a bomb threat
has been received or a bomb has ac­
tually been detonated. The most im­
portant element of a bomh incidelll
plan is (0 create a clear lint: of au­
rhm;ty for UIC purpose of instilling

confidence in the
puhlic aud avoid­
iug panic. Mterollt­
lining the respon­
sihilities of each
JllCJ1I bel' in the
chain ofcommand,
a plimarycommand
center should be
designated along
with a secondary
command center
in ule event the pri­
mary post is de­
stroyed d uriug ule
attack.

Th is i nforma­
rion needs to be
documented. cir-

culated, posted, and readil)'m-ailab1e
in adequate quan ti tics. Due to tl"lC

sensitive nature of a bomb incident
piau, you should also contact yom
regional olIice ofrhe fcderall3ureau
of' Alcohol, Tobacco, alld Firearms,
alld lucal police and lire departments
for assistance. For arlrlitional infor­
marion on responding to and man­
aging bomb threats or bomb inci­
dent planning, visir www.homh
detection.rom, and click on u,e "Bomb
Threat' & Security Planning" link.

Establishing physical secnrit)' anel
bomb incident plans arc important,
hnt lesting those plans with periodic
scheduled and unscheduled drills
can help to det.cnninc their range
of ('~l'ccli\'elless durinR an actual a[­
tack. Drills are designed to expose
weaknesses within such plans, thus
allowing those in charge an oppor­
tunity to make changes in a calm and
controlled environment. Once that.
wave of changes has beell imple­
mented, tllcn test them again to en­
sure readiness.

Of course, even the best laid se­
curity plaus and awareness training
prog-rams cannot protect a facility
from an extremisr or terrorist plant­
ing an explosive device inside a nearby
public mailbox or trash receptacle.
For this "eason, many puhlic mail­
boxes currently arc either being re­
moved or relocated straleg-ically at
safe distances awa)' from public meet­
ing places. Trash receptacles, u,oLlgh,
cannot be as easily removed or srrate­
gicall)' relocated because of rheir
waste management function. That
makes them one uf Ute easiest spots
for a terrorist to conceal a bomb in
a public or p,;vate facility.

In fact, not 0111)1 can trash re­
ceptacles easily hide lEOs, they can
even worsen the arrack h)' spraying
shrapnel over great distances. A ter­
rorist attack using ordinary trash
receptacles and remore-activat.cd or
time-delayerl explosive devices can
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~ finns how the prorluct was tested and
~ ensures that an accurate explosives

containrnent rating was obtained.
§The documen t should originate from
~ a recognized United States testing
~ facility and should include the type

of explosives userl, how the explo­
sives were packed, whal the explo­
sives were packed inside of, and must
confirm thar an equal explosives
charge was used for every test. For
detailed information about bomb­
resistant trash receptacles. or to watch
pre-recorded product testing videos
taken from the Energetic Materials
Research and Testing Center. \lsit
www.homhreceptacles.com.

Ifulcre is one pOiIltthat can never
be overemphasized, it is the value of
being prepared. During a terrorist
attack involving an explosive device
it is essential to leave the crime scene
immediately. moving to an open space
or protected area. Do not form or
join a crowd because there may be
arlditional explosive charges aronnd.
Avoid tall buildings, glass windows,
vehicles, and additional garbage cans.
Once you have reached a secured
area, call the police if they have not
)'et aITived. If there are already po­
lice at the scene, follow their in­
Slructions so they can secure lhe area
and do theirjob effectively.

After a terror incident invo!\;ng
an lED, it is also important to re­
Inain clear of the crime scene. Don't
be fooled if there hasn't been a sec­
ondary explosion lor a shon period
of time and the area is occupied b),
police, fire, and rescue workers. There
could still be arlditional bombs just
a short distance away. [f possible,
move all vehicles out of the area to

make way for tire and rescue vehi­
cles. Remain aware of your sur­
roundings and be certain to report
any suspicious activities. objects, in­
dividuals, or vehicles you remember
seeing before, during, or after lhc
incident. PW

PASSING THE TEST
During testinR, it is essential to an­
chor all bomb-resismnt recepmcles
to a steel and concrete slab in order
to create a real deployment scenario.
Tests conducted on a dirt surface are
misleading becatL,e the majority of
the blast energy will be absorbed by
the ground instead of the recepta­
cle. Testing bomh receptacles under
parameters equivalenL to how they
will actually be deployed will increase
their reliability dUl;ng an actual at­
tack. It is important also to under­
stand that durinR an actual terrorist
attack the trash receptacle could tip,
roll, and gain a tremendous amount
of momentum, endangering anybody
in it., path.

Before pun.:hasing bomb-resistant
waste receptacles, it is important to
ohtain an official report that con-

This is a close-up post-detonation
photo, from a side wall test, using C4
explosives.

be controlled where within a trash
receptacle an lED will be placed­
bottom center, side wall welrl seam,
side wall opposite weld scam, and
midpoint center-detonation tests
should all be conducted to detennine
the actual amount ofexplosives a par­
ticular receptacle can withstand.

be easily coordinated to strike mul­
tiple places simultaneously or in
stages, without exposing the ter­
rorist.

SUPER GARBAGE CANS
To reduce the threat to public safety
and facility security created by ordi­
nary u-ash receptacles, born b-resismnt
garbage cans now are being deployed
from coast to coast. Designed to look
and function like the orrlinary trash
cans found at malls, airports, and sta­
dilllTIS. these garbage cans were de­
signed to eliminate all horizontal hag­
menmtion resulting from the detonation
of an explosive device from within.
To deliver the level of force protec­
tion required to mitigate the effects

from a terrorist's bomb, the refer­
enced bomh receptacles integ.ate sev­
elal different types of steel, a special
absorption material, and a special re­
silience material.

The U.S. Deparunent of Home­
land Security has not yet created a
formal testing standard for this new
antiterrorism technology, therefore,
agencies and corporations that arc
considering bomb resistam uash cans
for their facilities must exercise good
judgment when purchasing this tech­
nolob'Y. In order to regain and main­
tain an edge over the terrorist, pur­
chasing entities should not publicize
in a solicitation, or request for a quole,
the amount of explosives their re­
ceptacles arc required to withstand
during an explosion. Doing so will
enable the terro,;st to possibly defeat
the technology by simply using a larger
bomb. The future deploymelll loca­
tions of this antiterrodsm technol­
ogy should not be publicized either,
since doing 0 could result in the ter­
rorist planning a more significant at­
tack, such as a car bomb.

It is equally important for all cus­
tomers to know \Vha t they are pur­
chasing. Understanrling how a bomb­
resistant receptacle was tested to
ensure it.~ reliability durin~ an actual
terrorist attack is vital for public saiety
and facility security. Since it cannot

62 PubllcWorks March 2004 • www.pwmag.com


